
From paper to

How Dutch Trustworthy Elections are Run and Why It 
Matters
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Lets talk about elections!

Impacts country on different levels

Risks like manipulation, disruption

Importance of trust

Why infosec matters



In the Netherlands, everyone
can trust the elections.
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Multiple types of elections

1. Municipality
2. Provincial
3. Regional Water Authorities
4. Senate (1e kamer)
5. House of representatives (2e kamer)
6. European Parlement
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Ondersteunende Software Verkiezingen (OSV)

Released by us, made by German company
Largely open source
Multiple applications/modules
Can be found on our website: kiesraad.nl
Decentralised and to be used airgapped
Pentesting and code review
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Software? But we vote on paper!
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About EML

Election Markup Language
XML-based international standard
We use our own dialect: EML_NL
Standard format to publish election results and other
election data (such as candidate lists)
Kiesraad maintainer of the EML_NL standard
https://www.kiesraad.nl/verkiezingen/osv-en-eml/eml-
standaard
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From paper to .EML
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From paper to .EML
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Analyzing election results

• All election results (in EML_NL format) are 
published at 
data.overheid.nl/community/organization/kiesraad

• EML format is not very research friendly
• eml2sql: tooling for transforming EML_NL data into

SQLite (Bert Hubert)
• Comes with some interesting views
• Check github.com/Kiesraad/eml2sql
• Contributions welcome!
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Work in progress

Analyzing EML data is fun on its own
Comparing results with the paper trail from the polling
station still laborous work
Overlaying the results as processed by the software 
with the handwritten results
Rudimentary OCR to assist
Not yet available
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How you can help!

Volunteer at a polling station.

• Check the election results: as published on the websites from the municipalities and as 
published at data.overheid.nl

• Use (or even contribute to) the eml2sql tooling
• Have some fun with the data!

13



Thank you for listening!

Report vulnerabilities through security@kiesraad.nlQueenfennec.bsky.social

mailto:security@kiesraad.nl
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